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O6wan uHpopmauma — HasHaueHue, 061acTb NPUMEHEHUA, YPOBEHb NOATOTOBKU

Web-npunoxeHnue «Wisdom» npegHasHayeHo ans obyyeHns nosb3oBaTenemn Ha

OCHOBE y4yebHbIX MaTepunanoB NPUIOXKEHUA, KOHTPOA YCNEBAEMOCTM, Nporpecca obyyeHus,
a TaK»Ke co3gaHma y4ebHbIX MaTepnanos (YpOKOB, MOAY/IEeN, KypCcoB, TECTOB).

3.

O6nacTb  NPUMEHEHMUS: yqe6Hb|e 3aBeaeHunA, oTAaenNbl O6y‘-IeHMFI nepcoHana

KOMMNaHUN, LLEHTPbI TECTUPOBAHNA U T.N.
YpoBeHb NOAroTOBKM NONAb30BaTeIeN: 6a30BbIN Nosib3oBaTens (K.

YpoBeHb NOAroTOBKM aAMUHUCTPATOPOB: 6a3oBbiK Nosb3oBaTens MK.

Ycnosua ncnonb3oBaHUA

Hanuuune nepcoHanbHoro komnbtotepa (MK), cneaytowent KoHpurypauymm:

Mpoueccop ¢ TAaKTOBOW YacToToM He meHee 1,8 T,

OnepaTtmMBHaA NamATb 06bemom He meHee 4 Tb.

CsBoboaHOEe ANCKOBOE MNPOCTPAHCTBO He meHee 1 6.

Nlobaa onepaumoHHaa CcUCTEMA, WMeloWaa BO3MOXHOCTb OTKPbIBaTb
rpadunueckmin nutepderic Web-npunoxkeHui.

MoarotoBKa K paborte

Ona Havana pabotbl ¢ Web-npunoxeHmem obpaTutecb K agMUHUCTPATOPY ANA

perucTpaumMm Bawero no4ytoBOro AwMKa B cucteme. [lonyynmte NMUCbMO C BpPeMEHHbIM
naponem AnAa Bxoaa B CUCTEMY. MCI'IOI'Ib3YI71Te agpec no4vYToBoro AuKMKa Kak 10rmMH gnAa exoada

4.

MpoBepka paboTtocnocobHocTH

B cnyyae ecnm He ygaeTtcs NonyyunTb gocTyn K ¢dyHKkuMoHany Web-npunoxeHus,

cnenyet ob6paTUTLCA MO 3/IEKTPOHHOM NoyTe Uan TenedoHy, YyKasaHHOMY Ha Kopobke unu B
KONOHTUTYNax OaHHOro AoKymeHTa. lNepen obpaweHvem noarotosbte MHGOPMAUUIO O
nokynatene ans naeHTuduKaumm.
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5. WUHcTpyKuma no pabore

5.1 UHTepdemc

Mpy NepBOM 3amnycKe NPUIONKEHMA HEODOXOAMMO BOMTU B YYETHYH 3amnucb Ha
CTpaHuue astopusauum (puc.l). Ucnonb3yinTe nNoAyYeHHbIN B NPUrnacUTeNbHOM MUCbME
BPEMEHHbIN Mapo/sib M agpec MOYTOBOrO AWMKA Ka NOrMH. [Ans nepekntovyeHua AsblKa
NPUIOXKEHUA UCNONIb3YNTE KPYTrAble KHOMKM C uBeTamu ¢iaros

ABTOopM3auuna

BOCCTAHOBHTHL Naponk

Puc.1. CtpaHuuya aBTOpM3aumnm

Ecnu Bbl 3a6b111 naponb — ncnonb3yite ¢opmy BOCCTaHOBIEHUA napons (puc.2).
Mocne BBoga cBoero email agpeca, ecnm oH 3aperncTpmpoBaH B cucteme Bam npmaeTt nucbmo
C CCbI/IKOW Ha CTPaHMLYy BOCCTAaHOBNEHUA MNApPOAA U 3aTeM MUCbMO C BPEMEHHbIM Naposiem
ANA BX0OAa.
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BoccTtaHoBneHue naponsa

Puc.2. dopma BOCCTaHOBNEHUA Naponsa

MHTepd)eMC rnaBHoOWM CTPpaHULUbI nNpeactaBaAaAeT coboin meHio HaBuraunnm cnesa
MEHIO ynpaBaeHUA MNapamMeTpamMmn NpunoxeHma cBepxy U OCHOBHYHO pa60qyro obnactb
EH & e

(pnc.3)
={  rnaeHan
Mpochunb Kypcbi
OxpaHa Tpyaa
& WsaHos AHgpelt (512 M

D 03:14:07

MpoBepka KapTUHOK
B AHOpeit =1 1 Moaynb

i KoHCTpykTOp

Mposepka pa6oTkl BUACO

B Kypcsl
[4 Tectni »
{K ’
© O npunoxenun WUBaHoB AHpapei
AIMUHY
& ViBaHoB AHapeit =1 1 Moaynb
D 00:00:00

(O Bbixoa
Cratuctuka npunoxexHua

Her pesynbrartos

CTaTuCTHKa NoKa HeloCTynHa

Puc 3. NhasHaA cTpaHuua




o0 O

AN-SECURITY

YuYéTHble 3anucu nonb3osaTteneli u npasa

Web-npunoxeHune npegycmaTpusaeT cnegytowme BUAbl y4ETHbIX 3aNUCEN:

1. agmuHucTpaTop (MoXKeT co3gaBaTb M yAanATb ydyebHble maTepuansl, 4aBaTb
NoNb30BaTeNIAM A0CTYN K MPUNONKEHUIO, YAANATb YYEHMKOB U NpenogasaTenei
M3 CMUCKa NONb30BaTeNEeN, UMeeT AOCTyN K HACTPOMKaM NpuaoxKeHuma (puc.4) n
NONb30BaTe/IbCKMM HACTPOMKaM)

2. npenopasatenb (MoXKeT co34aBaTb W yAanAaTb y4vebHble MaTepuansl,
KOHTPOAMpPOBaTb Nporpecc 06y4yeHns y4eHNKOB, Ha3Ha4YaTb TECTOBbIE 3aaHUA
M 3K3aMeHbl ANA YYEHUKOB, UMEET A0CTYN K M0/Ib30BaTE/IbCKMM HACTPOMKaM)

3. y4yeHuK (MmeeT p[OCTyn TO/NbKO K Tem y4yebHbIM MmaTepuanam, Tectam u
3K3ameHam, KOTopble eMy Ha3HauuMn npenogaBaTenb, MMeeT [AOCTyn K
NONb30BaTE/IbCKMM HACTPOMKaM)

@ Oowume

Moka3biBaTh yBeAoMneHna @

Moka3biBaTh CNpaeky @

@; MouToBbIH AWMWK CAYX0bl NoAaepPXKH

MoYTOBLIA AWMK CIYKELI NOAAE PHKH example@mail.com
Maponk oT NOYTOBOro AWMKA

COXpaHWTb

HacTpoiku SMTP
b

MoYTOEBLIW ALWK OTNPABUTENA

Maponk

CoxXpaHHuTb

Puc 4. OKHO HacTpOEeK NPUAOKEHMUA
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Mcuxodpusmnonornueckoe obcneposaHme

Monb3oBaTenb, umerowmn goctyn kK NPO moxKeT NpoxoauTb TECTbl U FOTOBUTLCA K
3K3aMeHy no ncmuxodpursnonornyeckomy obcnemoBanmio (puc.5)

!“- : " 4
/ /8
7
Tabnuua Nop6osa- CroxHble aHanornu YpoBeHb lMoaroToBKa K
Lynete - . _ cy6beKTUBHOIO 3K3aMeHy
OCMNeaHuN pe3ynbTaTt. HeT KOHTDONS

TMocnenHuit pe3ynsTaT: HeT AaHHbIX P
AahHbIX TMocnenHuit pe3ynsTaT: HeT

AaHHbIX

HayaTtb TPEHWPOBKY > Hayatb TpeHUpPOBKY - HayaTb TpEHUPOBKY Hayartb NOAroTOBKY K 3K3a

Puc 5. MeHto Bbibopa Tectos NP0

Mepen HayalOM KaXKAoro Tecta Nosib3oBaTtento byaeT AaHO KpaTKoe OnMcaHWe TecTa u
YCN0BWI ero BblINoAHeHMA (puc.6)

Tabnuua Npo6oea-LUynkre

Tatnuua MNopboea-lLynste unu npocto Tatnuua LLyneTe - ogvmH 13 camelx
NOMYNAPHEIX TECTOE ANA OUEHKM CHOPOCTH NepekIiioYeHHA BHUMaHUA

Mo CKOPOCTEK NepeknyeHUA BHUMAHWA NOHUMAETCA NepeBod BHUMAaHKA C
O[IHOTO 0DBbeKTa Ha ApYroi (Wnu ¢ 0AHOMo BUaa AeATENEHOCTH Ha MHOWM)

@ MoxanyicTa, BHUMaTENbHO 03HAKOMLTECH C 3aAaHueM, Npexae
YeM NPUCTYNATL K BbINOMHEHWHD TecTa.

3apaHue. [JanHoie Tabnuuel COCTOAT U3 49 KNeToK (paaMep 7x7)
YEPHOro W KPacHoro LBeToB, 25 YepHbix (0T 1 Ao 25) 1 24 KpacHbIX (oT
1 fo 24). Heobxogumo nonepemMeHHo yKasblBaTb YUcna: YepHble B
BO3pacTarlleM nopsake, a KpacHble B yObiBawLleM. Hanpumep: 1
YepHoe, 24 kpacHoe, 2 YepHoe, 23 KpacHoe U T.4.

HayaTb TeCTUpOBaHUE

Puc 6. OnucaHune Tecta

Nepen HayanoOm 3K3amMeHa MO/b30BaTe/Ib TaK Ke MOoAy4uT KpaTKMﬁ MHCTPYKTaX C
YKa3aHUem BpemMeHN Ha NPOXoXAeHNE 3K3aMeHa N KO/IMYeCTBa TECTOB B HEM (pMC.7).
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OK3amMeH

Bam ByJeT NpeanoxeHo HECKOMbKO TECTUPOBaHWIA B paMKax JaHHOro
3K3ameHa. TecTsl ByayT UATW APYr 3a IPYroM, Mo 3aBepLUeHMio OHOTo
13 TecToB Bam GyaeT npefocTaeneH AOCTYN K CreaytoLLemy.

CD [NoxanyicTa, BHUMATENBHO 3HAKOMETECH € 3aJaHueMm, Npexae yem
NPUCTYNaTE K BEINONHEHWKD KaX40rMo TecTa.

Bpems NpoxoKAeHNs ak3aMeHa OrpaHU4eHo, Takke Kak W BpeMs
MPOXOXAEHUS OTAENbHbIX TeCTOB. TaiMep 3K3ameHa Gyaet
MpeAcTaBneH B NEBOM BepPXHEM YTy, a TalMep TecTa (ecnu Bpems
TECTUPOBaHUS OrPaHUYEHO) - B MPaBOM.

B cnydae 3aKpbITHA OKHE 3K3aMeHaUWOHHAR Ceccun He Dymet

@ ocTaHoBneHa Ecnu Bel CnydYaiHo 3aKpbini BKNaKY sK3aMeHa,
CHOBA 3aMOWTE Ha CaWT - B aHHOM pa3aene GyAeT CChINKa Ha
HEOKOHYEHHYH 3K3aMEHALIMOHHYI CECCD

[ Konwyecteo TecToe: 3
() Bpema npoxokaeHus skaameHa 30 MUHYT

Puc.7 HCTpyKTaxK nepen sK3ameHOM

MpenoaaBaTenn MOFYT OTC/AEXKMBATb MNPOrpPecc W pesynbTaTbl YYEHUKOB Ha
CTpaHuue PesynbTaThbl (prc.8)

Mone3oBaTens Email [aTta npoEegeHus
> Auapeii MsaHos admin@example.com 20-10-2023, 17-21:39
~  AHapei WBaHoB admin@example.com 06-10-2023, 15:05:26
CRoXHbIe aHANOTHH Ta6nuua MopGosa-lynere YpoBeHb Cy5LeKTMEHOTO KOHTPONA
CooTHoweHKe: 0/ 20; MpougHTLL: 0 HET AaHHLIX id: 7;im: 3; in: 2; io: 3; ip: 1 is: 8; iz: 3;

Puc.8 PesynbTathl

[ocTyn K  KOHCTPYKTOpPY KypcoB (puc.9) umeT agMWHUCTPATOPbl U
npenogasatenun. MNonb3oBaTenn MoOrytT MeHATb Ha3BaHWA M OMUCAHWUA Kypca M MOAYNEMN,
3arpykaTb u3obparkeHna obnoXKeK moaynen u Kypca, AobaBnsaTb MOAYIN U MEHATb MUX
oyepeaHoCTb B Kypce(puc.10).
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Copepxarue Hactpoiikn

Haasanue kypca

OcHOEI NEPEOH MOMOLM

OnucaHue Kypca

BeeguTe onMcaHWe Kypea...

j frﬂ‘f

o NpOMHHAEKC
Bpems Ha NPOX0keHHe KypCca (4acoB) - 2 + @ Heprosur
Moaynu
 Monyns Ne 1: Mepean nomoms AcGass TecT HoSaguTs ypok

Hazzakue mogyna

Mepean nomoLL -
Onucanve moayna

aa
Mepeas nomoLLL

+ LofaeuTe Moaynk

Cospars kype:

Punc.9 KoHcTpyKTOp Kypca

Mogynu
> Mogynb Ne 1 : lNepeas nomoub [NoGasuTe TECT [oBasuts ypok

v Moagynb Ne 2 : OcHOBbI NepEO# NOMOLUM NoGasuts TeCT [oBasuts ypok

HazgaHue mogyna

OCHOBGI NEPBO NOMOLLM

Onucanue Moayna

OnucaHue Moayna

Puc 10. HacTtpoitka mogynei
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B pamkax moayna nonb3oBaTeNb MOXKET A06aBNATb paHee CO34aHHble TecTbl
(pnc.11) nnm cospasatb ypoku (puc.12)

BuibepuTe TeCT WK co3aalTe HOBbIN Co3par HoBbil TeCT

Tect 6e3 KapTUHKK
EOHpOCOEI 1

Tect 3
EOHpOCOEI 1

Tect 2
EOHpOCOEI 1

Tect
EOHpOCOEI 1

Puc.11 MeHto gobaeneHus Tectos

Co3pgaHue ypoka
Ypok 1. OCHOBbI NEPBOA MEWUMHCKOR NOMOLLM

B atom YpOKe Bbl Y3HaETE YTO TAKOE NEpBan MEAWMLMHCKaA NOMOLLbL W KaK eE OKa3blBaTbh

® Bupeo B
o D" G

—— & Texct
& LOKyMeHT
WELCOME-3 [+
. 3arpyauTe o 5 [ KapTuHka
f2ese ainos ’
——
e Nermal 5 B I U @ = = T AN

I{OMI'IJ'\B_KC MBDDI’IPHHTHFI. BbiNONHAEMbLIX NPW HECHACTHLIX CNY4YaAX W BHe3anHbIX zabonesannax, Mepbl
CPOYHOW NOMOLLM PaHeHEIM UNK DOMEHEIM NMHAAM, npeanpUHUMaemMele 4o HpMEbITMﬂ MegWEa unu o
nomeLweHna GonsHoro B MeguUMHCKOe yupexgeHue

Cor

Puc 12. OKHO co3aaHnA ypoKa
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BE/10KM B ypoOKe 6bIBAOT YeTblpex BUAOB:

1. Bupgeo 610K (3arpy3nte cBoe BMAEO UAM Ao0baBbTe url CCbiIKY HA Hero)

2. TeKctoBbl 610K (nobaa TekctoBad MHPOPMaLUMSA C BO3MOMKHOCTbIO CO34aHMA
CMUCKOB, M3MEHeHMA pasmepa U BuMAa wpudta (N0 aHaNOrMMM C TEKCTOBLIMM
pegaktTopamm))

3. [lokymeHT (/ltobble TeKcToBble, ayamo, Buaeo ¢alnbl, apxmBbl, U300parKeHUs U
cneumanoHble Gpannbl)

4. KapTuHKa (8o 5 ¢painnos nsobparkeHui)

BAOKM MOXKHO A06aBAATb, MEHATb MECTAMWN UM YAANATb, @ TAKXKE MEHATb UX COAEPKUMOE
KoHcTpykTOp TectoB (puc.13) npeactaBnser coboi ¢opmy Ana 3anonHeHUs ¢
BO3MOXHOCTblO A006aBneHMa W yaaneHua BONpocoB W 6a3oBbIX HACTpPoek TecTa

(Mpeancnosmne u nocnecnosue K TecTy, NPOXOAHOM nopor no 6annam (CKOMbKO HYMKHO
HabpaTb 6aNN10B B NPaBU/IbHbIX OTBETAX, YTOObI TECT CYMTA/ICA NPONAEHHDBIM)).

HaapaHne
TecT 1

Bonpocsl

Bonpoc M2 1 Ouxoe 33 oteeT: 1 W

Bep-i:lx EapWAaHTOE OTBETA: m Heckonbko

o] 1
2.
Bpemenn Ha OTEST: He orpaHuueHo Oukos =3 oTEeT: 1
OEeACHERNE (EEQHEIR)
OE=ACHERNE (HEB2DREIA)
+ [oGaswTe sonpoc
MapameTpbl
MpoxogHon nopor: 1
Mokazats npefucnoeve MokazaTe Nocnecnoene BugeH Bcem

Puc 13. KoHCTpyKTOp Tectos
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Kaxkgblh BONpoC Tecta MOXeT ObiTb AonosHeH O6bACHEHMEM BEPHOro WU
OWMBOYHOro BapMaHTa, HaCTPaMBaEMbIM KO/IMYECTBOM BapUAHTOB OTBETA C BO3MOMKHOCTbIO
BbIOOpPa HECKO/IbKMX BApWaHTOB, KHOMKOM 3arpy3kn M306paxkeHMa K BOMPOCY, a TaKkKe
HaCTPOMKaMM No BPEMEHM, AOCTYNHOMY A/1A OTBETA M KOJIMYECTBY 6anoB 3a NpaBU/IbHbIN
oTBeT.

HacTpoikn npunoxxeHus:

Monb3oBatenam c¢ ponamm «lpenogaBaTenb» M «YYEHWUK» AOCTYMNHbl obwme
HaCTPOMKW  MNPUNOXKEHWUA: HACTPOMKM YBEAOMNEHUMA W MNOACKA30K HA CTpaHuue
«HacTtpoiiku» -> «lMpunoxkeHme» (puc.14) n HACTPOMKM NONHOIKPAHHOIO PEXMMA, A3bIKa
MPUNOXKEHMA U NEPEKAtOYaTENb CBETNION/HOYHOMN TEMbI AN NPUIOXKEHNA B BEPXHEN NaHen
ynpasneHus(puc.15)

li{_)—} Obwmne

MoKa3HBaTh YEEA0MNEHHA

MNokaswEeaTs cnpaery &

Puc.14 O6uwme HaCTPOMKKN NPUIOKEHUSA

Puc.15 HacTpolikn oTobpaskeHns NpuioKeHUA B BEPXHEM NPABOM YI/ly OKHA

AZMWHUCTPATOPaAM [JOCTYNHbl BO BKAaake «HacTponkn» obuimne HacTponKku
NPUIOXKEHUA U HACTPOMKN NOYTOBOrO cepBepa A/ PACChI/IKM COOOLLEHUN OT MPUIOKEHUNA U
CNy*KebHbix nucem (punc.16)

€ B: MoYTOBLIM AWKMK CIYXO0b1 NOLAAE PXKK

MONTOBbINA AWMK Cy NoAAEPHKM example
Maponk OT NOYTOBOTO ALMKA

COXpaHUTb

HacTtpoikn SMTP
4

Mapone

COXpaHUTb

Puc.16 HacTpoiiku, AOoCTynHbIe agMUHUCTPATOPY NPUIONKEHMUA
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HacTponkn npoduna nonbsosatena (pnc.17) AoCTyNHbI NO0Ab30BATENAM BCEX POSIEN BO
BKMagKke «HacTpoinkn» -> «Mpodunb». Ana Toro, 4tobbl pa3bnokmpoBatb GopmMy HarKmuTe
KHOMKY «PefaKTupoBaHue npoduns B BepxHem npaBom yray ¢opmbi». OnA M3MeHeHuA
NaposA HaXKMUTE KHOMNKY « MI3MeHUTb Napo/ib», a 3aTeM B HOBOM AMaN0roBomM OKHe (puc.18)
BBEAMTE CTAapbIN Napo/b U ABaXKAbl HOBbIN. (BaxkHo! 3anomHUTe cBOM Naposb, ecan Bbl ero
3abyaeTe — BOMTU B NPUIOKEHME NONYYNTCA TONbKO Yepe3 GOpMy BOCCTAaHOB/IEHWUS NAPONS)

[aHHble npodmna | Penakmposakue npodwnA i)

Email

DaAMWNKNA

MBaHoB

MBaHoB AHgpen

Puc.17 ®opma pegaktnpoBaHua npoduns

CmeHa napons

CTapbii napons

Hoeblid naponk

NMoETOpPHTE Naponk

Puc.18 [inanorosoe OKHO CMeHbI Napons

[na cMmeHbl aBaTapa NPoduUNA HaXKMUTE Ha N306parkeHne NPoPUAS UAM HA KHOMKY C
nsobpaxkeHnem ¢otoannapata. B nossuBwemcsa okHe (puc.19) BbibepuTe OAHO U3
npeafioXKeHHbIX N306parkeHnt K 3arpysmTe CBOE C MOMOLLLbIO KHOMKKM «3arpy3unTb aBaTapy.
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BbibepuTe aBatap U3 NPeAnoXeHHbIX
HWXKE UNK 3arpy3uTe CBOH

Puc.19 OKHO cmeHbl aBaTapa Nnonb3oBaTena

PegakTMpoBaHMe CNMCKa NONb30BaTeNel, UX POAK, CTaTyC, PeAaKTUPOBaHUE AaHHbIX,
nobasneHve wn ypaneHue npodunen AoctynHo AQMUHUCTpPATOpam BO  BK/adKe
«HacTtpoiiku» -> «Monb3osatenn» (puc.20):

31-08-2023, 07:11:24

BaHoB AHapeil admin@example.com 12-07-2023, 14:22:58

£ D )

10-08-2023, 14:03:25
10 Ha CTpaHm n

Pnc.20 OKHO pefaKTMpPOBaHUA Nosb3oBaTenen

Ana  ypaneHua  nonb3oBaTenen  Tpebyetca  NOATBEpPXKAEHMEM  MApPOEM

AgMUHUCTpaTOpa.
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NHbopmauma o paspabotumnke MO 1 popma obpalyeHMA HaxogATCA BO BKAagKe «O
npunoxenum» (puc.21). B nuceme B cnyxby nogaepKkn moxHo obasutb o 5 ¢annos.
065a3aTeNbHO yKaXKMUTe TeMy obpallleHMsa M nocTapakTecb AeTalbHO ONMCaTb BO3HUKLLYIO Y
Bac npobnemy ¢ npunoxKeHmem, BONPOC UAN NPEASIOKEHME MO YAYYLIEHNIO MPUIOKEHUA.

Mucemo B cnyxBy nogaepHkn X

B MpHEpenuTs dain

Haxmute, utodsl BRIDpaTE Hy#H:Ie daine

Puc.21 dopma obpalieHuns B cyKby noaneprku

[na BbIXoAa M3 NPUNOXKEHUA UCNONb3YIUTE KHOMKY «Bbixoa» BHU3Y CNMCKa BKAAAOK
neBoro 60KOBOro MeHio.



